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a scientific risk assessment model is proposed which could classify and analyze the risk factors rapidly.

Model Construction and Empirical Study on Smart City Information Security Risk Assessment

Zou Kai

Xiang Shang Zhangzhong Qingyang Mao Taitian

School of Public Administration Xiangtan University Xiangtan 411105

Abstract:

Purpose/significance Considering the increasingly prominent information security issues of smart city

Method/

process From five connotations of smart city public service” s information security and four main factors of risk assess—

ment it constructs a smart city public service’ s information security risk index framework. Using the ward method of sys—

tematical clustering calculates 12 examples of smart city to form classification properties. Choosing the C4.5 algorithm of

decision tree method to establish a model of risk assessment and verify that the model is scientific.

Result/conclusion

It finds that the safety management system data leak and the threat of damage safety awareness’ weakness and equip—

ment security vulnerabilities is the most significant risk factors’ gap between wisdom cities according to the results of the

assessment making recommendations to protect the information safety of wisdom city.
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